Student Multi-factor Authentication (MFA) Enroliment Instructions

Verification Options

You will set up one verification method first. You can add more later.

Verification Method What It Looks Like

=
[

Phone Verify your identity

&=

Supports:
o Text messages

® Confirmation automated calls

ki
I
Approve sign in request
o
30/
Authenticator App for Android and iOS
Supports:
e Typing numbers from computer into mobile app
(data connection required)
e Typing number from mobile app into computer =
(no data connection required) ]
Enter code

We recommend using the phone (text message or voice) method first. It’s the easiest to set up and will
continue to work if you switch phones as long as you keep the same number. These instructions will lead you

through the setup process.



MFA Enrollment

When you access a Tri-C web app, such
as my Tri-C space, you will be asked to
log in. From the login page, enter your
username. It should be in this format: S-
number@acad.tri-c.edu

Qg Sign-in options

7 -@acac.zn—: edu
Enter password
Enter your password. P

T P T T T T

Paseword Tools and Asgistance

More information required
You will see “More information

. ” o~ “ ” Your organization needs more information to keep
required.” Click “Next.

your account secure

Use a different account

Learn mare



https://my.tri-c.edu/

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

From the “Keep your account secure” Microsoft Authenticator

screen, click “I want to setup a different 0 Start by getting the app

m eth od On your phone, install the Microsoft Authenticator app. Download now
.
After you install the Microsoft Authenticator app on your device, choose "Next".

I want to use a different authenticator app

Ilwanl ta set up a different methﬂdl< l

Select “Phone” from the “Choose a
method” drop-down box.

Choose a different method x

Which method would you like to use?

Choose a method ~

Cancel

Click “Confirm.”

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Phone

You can prove who you are by answering a call on your phone or texting a code to your phene.

Select the “Country Code” and type in
your phone number. Select whether you
want a text message or phone call.

What phone number would you like to use?

United States (+1) v| 2169876000

(®) Text me a code

(O callme

Message and data rates may apply. Choosing Next means that you agree ta the Terms of service and Privacy

and cookies statement.

Lwant to set up a different method

Keep your account secure

Your organization requires you to st up the following methods of proving who you are.

ou selec xt,” you will see a screen

If lect “Text,” I Phone

aSkIng you to enter the number teXted to We just sent a 6 digit code to +1 216l Enter the code below.
you. Type it in and click “Next.”

Resend code

Lwant to set up a different method




Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

You will see a screen showing your SMS
was verified. Click “Next.”

Phone

°EMS verified. Your phone was registered successfully ]

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Success!

Click “Done.”

Great job! You have successfully set up your security info. Choose "Done” to continue signing in.

Default sign-in method:

% Phone
+1 216 -

Add Additional Enrollments (HIGHLY recommended)

Adding additional enrollment methods gives you more flexibility in case one or more methods
are unavailable. For example, if you do not have a phone signal or Wi-Fi, you can use the

Microsoft Authenticator app time-based rotating code. Or if your phone breaks, you can use a
home or work phone.

. Add a method X
Option 1
Which method would you like to add?
To add additional phones, select “Alternate | Choose  method |
phone” or “Office phone” and follow the Authenticator app

steps on the screen.

Alternate phone

Security key
Office phone




Option 2

Download and set up the Microsoft
Authenticator App. Follow links below or
scan the QR codes to get the official app.

e Android
e Apple

Google Play App Store
. Security info
You must link the app to your account. Go it s et s
to https://aka.ms/mfasetup on your e T
computer. If you do this right after setting s nmas <:|
up MFA, you should still be signed in. Click & o -
“Add sign-in method.” Lost devica? Sign out verywhare
Add a method X

To add the Authenticator app as an
additional enrollment method, select
“Authenticator app” and click “Add.”

Which method would you like to add?

‘ Authenticator app

|Authenticator app

Alternate phone

Security key
Office phone

At this point, you should have the
Authenticator app installed. Click “Next.”

Microsoft Authenticator

e

Start by getting the app

On your phone, install the Microsoft Authenticator app. Download now
After you install the Microsoft Authenticator app on your device, choose "Next'

want to use a different authenticator app

I want to set up a different method

'



https://play.google.com/store/apps/details?id=com.azure.authenticator
https://apps.apple.com/app/microsoft-authenticator/id983156458
https://aka.ms/mfasetup

Click “Next” again.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

[Set up your account

f prompted, allow notifications. Then add an account, and select "Work or school’

‘ Back ‘

| want to set up a different method

Open the Authenticator app on your
device. If it asks you for permission to allow
notifications, click “Allow."

e If you accept the privacy policy, click
“Accept.”

e C(lick “Continue.”

e Click “Add work or school account.”

e Click “Scan a QR code.” The app will
need to use your camera to scan the
code. Click “Only this time” to allow it
to scan.

e Scan the QR code on your screen (not
the one in these instructions). If you
cannot scan the QR code, click “Can’t
scan image” for an alternate method.

Once your phone scans the QR code, it will
add the entry “Cuyahoga Community
College.”

Keep your account secure

Your organization requires you to set up the following methods of proving wha you are.

Microsoft Authenticator

Scan the QR code

Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
your account.

Uset
Use

appw

After you scan the QR code, choose "Next”,

‘ Can't scan image? |

Coe | EEN

Lwant to set up a different method




Now you need to connect the app on the Keep your account secure
Computer or deVICG yOU have been USIng tO Your organization requires you to set up the following methods of proving who you are.

set up the additional enroliment option.
Microsoft Authenticator

. Let's try it out
e Click “Next.” L /

e It will now test the connection.
Type the number from your -
computer screen into the the
Authenticator app on your phone or | B |
device.

IApprove the notification we're sending te your app by entering the number shown below,

59

| want to set up a different method

Keep your account secure

Your organization requires you to set up the following methods of proving who you are,

After successfully entering the number, you Microsoft Authenticator
should see a screen saying the notification o
was approved' \/ Naotification approved

Click “Next.” -

e | N

L want to set up a different method

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Success!

breat}ct! You have successfully set up your security info. Choose "Done” to continue signin |n]
You have now connected the app. Click Default sign-in method:
”Done." ‘3 Microsoft Authenticator

/=
Microsoft Authenticator

Optional Step: Change your default sign-in method

This is optional. Your default sign-in method will be prompted when you log in. You can choose a different
method, but the default will occur first.



From the screen
(https://aka.ms/mfasetup), click
“Change” to the right of “Default
sign-in method.”

Security info

These are the methads you use to sign into your acca ot your password.

Default sign-in method: Phone - text +1 216- Change

- Add sign-in method

Q. Phone <126 Change Delete
@ mﬁhmswcglt:fua‘ro?t;a‘irn|i<atmn (MFA) Delete
Lost device? Sign aut everywhere
Select the new default method
(call, text, app notification or app Change default method %

rotating code).

Which method would you like to use to sign in?

‘ Phone - text +1 21| I v
Phone - call +1 216| |
IPhone—teyd +1 21

App based authentication - notification

App based authentication or hardware token - code

Click “Confirm.”



https://aka.ms/mfasetup
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